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Overview 

Community foundations have proven themselves to be cornerstones of support to the community, 
especially in times of need and disaster.  When emergencies or disasters strike, the Foundation 
must be well-prepared to quickly and effectively help itself in order to be able to help others. 

This plan outlines the organizationôs strategy for responding to emergency or disaster, provides 
information essential to continuity of critical business functions, and identifies the resources 
needed to:  

 ensure safety of personnel  

 communicate effectively with internal and external stakeholders 

 provide timely emergency support and grant making service to the community 

 protect assets and vital records (electronic data and hardcopy) 

 maintain continuity of mission-critical services and support operations 

The first step in developing your plan is to define the goals of the plan.  For example:  
1. Protect life and health 
2. Protect business assets 
3. Protect organizational reputation 

 
Please note that no two emergencies are identical.  Therefore, no single plan of action can 
anticipate and address every possible circumstance.  The instructions contained in this plan are 
intended to serve as guidelines only.  They may not be appropriate in all cases.  At no time 
should you risk your personal safety in complying with any of its provisions.   

 

Risks and Event Scenarios 

Disasters are events that exceed the response capabilities of a community and/or the 
organizations that exist within it. Risks to be considered include those from natural hazards, 
neighbors, building environment, political or social unrest and risks connected to IT and data 
security.  

This Foundation is primarily at risk to disasters caused by: 

 

<Insert your Foundationôs risks here.  See Appendix A for examples.> 

 

 

 

These events may impact business operations of the Foundation on several Levels: 

1 1-2 Day Business Disruption  An emergency or disaster that exceeds the 
capabilities and capacities of a city and/or 
county government response but has a short 
duration such as a service outage, building 
outage, major fire, or site utility failure. May 
affect a large number of people for a short 
amount of time. All operations resume on-site in 
< 48 hrs. 

2 1 - 2 Week Business Disruption A crisis moderate to severe in scope.  A 
foundation may have partial access to facility 
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and/or primary IT systems.  Examples include   
service loss, building access loss or local utility 
failure.  May also include a regional event such 
as terrorism, contagious diseases or weather-
related disaster.  Some business operations 
moved off-site.  Small-scale work-from-
home/alternate site and remote access.  All 
operations resume on-site in < 14 days.   

3 > 2 Week Business Disruption A disaster including a complete loss of facility 
and/or primary IT systems.  Regional utility 
failure. All critical business operations moved 
off-site.  Large-scale work-from-home/alternate 
site and remote access.  All operations resume 
on-site in < 30 days or a new site is required.   

During a disaster or emergency, the Foundation must maintain ónormalô operations required to 
address time-sensitive, disaster-specific issues.  No plan can anticipate or include procedures to 
address all the human, operational and regulatory issues raised during a disaster or emergency.   

This plan addresses issues required for continuation of essential business functions, such as 
needs assessment, communication, volunteer outreach and coordination, grant making and 
community assistance under rapidly changing circumstances. 

 

Plan Activation 

The Foundation CEO, an appointee, or successor may activate this Plan when it is necessary to 
manage and coordinate a disaster response.  The decision to activate will be made in 
consultation with members on the Incident Response Team.     

Responsibility and Delegation of Authority 

 
The individuals included in the list below will be responsible for the tasks listed.  A checklist for 
each person is attached to this document in Appendix B-2 to B-8. 
 
To complete this chart, you should determine the person(s) best suited to handle various aspects 
of an emergency or disaster.   
 
As part of the list, you will need to review your banking authorizations ï signature cards, 
authorizations to raise and/or transfer cash, etc.  <If the appropriate people on this list can not 
sign checks or transfer funds, your plan will not operate as intended.>   
 
If the first person listed in each role below is not available, then the second person and so on will 
take primary responsibility.   
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Incident Response Team (IRT) 

 

 
Role in Disaster 

 
Name 

 
Title 

 
Responsibilities 

Contact  
Information 

Incident Commander 1.  See Appendix  B-2 (See chart 
page 16) 

- Person who will lead. 2.    

 3.    

Finance Coordinator 1.  See Appendix B-3  

- Person who will secure 
resources. 

2.    

 3    

Administration 
Coordinator 

 
1. 

 See Appendix B-4  

 - Person who will plan for 
resources. 

2.    

 3    

Information Technology 
Coordinator 

 
1. 

 See Appendix B-5  

 2.    

 3    

Human Resources 
Coordinator 

1.  See Appendix B-6  

 2.    

 3    

Public Relations & 
Communications 
Coordinator 

 
 
 
1. 

 See Appendix B-7  

 2.    

 3.    

Programs/Grants 
Coordinator 

1.  See Appendix B-8  

 2.    

 3.    

 
IMPORTANT: For the FIRST PERSON ON SCENE WHO IS IN CHARGE, no matter what role in 
disaster, see Appendix B-1 for Checklist.  

If a designated individual is unavailable, authority will pass to the next individual on the list.  
ñUnavailableò is defined as: 

 The designated person is incapable of carrying out the assigned duties by reason of 
death, disability, or distance from/response time to the facility.  

 The designated person is unable to be contacted within an appropriate time period 
for the emergency or disaster. In a High Level disaster (see definitions on pages 8 
and 9), this time period is defined one hour.  If the person cannot be contacted within 
an hour, the second person should be contacted. In a Medium Level crisis, this time 
period is defined as four hours. In a Low Level emergency, this time period is 
defined as more than eight hours. 

 The designated person has already been assigned to other emergency activities. 

<INSERT EMPLOYEE NAME> is required to update the succession list above as well as the 
contact information in the Personnel & Board Contact Information Chart (page 16) as 
changes occur.   
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Incident Response Team Roles & Responsibilities 

 
Board of Directors 

 Be available for emergency meetings, conference calls, approvals, etc. 
 
CEO/Executive Director usually the Incident Commander ï IC 

 Declare disaster to activate plan and command center. 

 Manage the overall response. 

 Establish appropriate staffing for the recovery and monitor effectiveness. 

 Exercise overall responsibility for coordination between Emergency Operations Center 
(EOC) and Program Officers in the field.   

 Act as The Foundationôs ñpublic faceò to the community. 

 Move Foundation toward stated recovery objectives. 
 
Administration 

 Ensure that the Foundationôs offices are returned to normal operations as quickly as 
possible. 

 Assist in the development of an alternate site as necessary. 

 Assist staff with any aspect of travel including transportation and lodging. 

 Oversee the investigation of property and equipment damage claims arising out of the 
event. 

 Notify insurers and third party administrators as needed. 

 Coordinate paperwork required by insurers to initiate claims process. 
 
IT/Telecom 

 Recover computer and telephone technology (hardware and software). 
 
Fund Development 

 Advise existing and new donors about donations. 

 Provide customer service to existing, potential, and new donors. 
 
Program Department 

 Supervise the Foundation's community response. 

 Review community communications. 

 Approve grants and loans to nonprofits in the affected areas. 

 Liaise with other foundations and appropriate city and county offices. 
 
Human Resources 

 Is responsible for the ñhumanò aspects of the disaster including post-event counseling and 
next-of-kin notification; answer questions related to compensation and benefits.  

 Provide current roster of personnel. 

 Provide emergency contact information for notification of next-of-kin. 

 Track, record, and report all on-duty time for personnel working during the event. 

 Ensure that personnel time records and other related information are prepared and 
submitted to payroll. 

 Maintain a file of injuries and illnesses that includes results of investigations associated with 
the event. 

 Oversee the investigation of injury claims arising out of the event. 
 
Finance/Grants Management 

 Maintain daily cash funding of all essential business processes. 

 Prepare and maintain a cumulative cost report for the event. 
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 Ensure easy access to necessary capital. 

 Process and track emergency grants. 

 Coordinate vendor contracts not included in the current approved vendor lists. 

 Coordinate with IC on all matters involving the need to exceed established purchase order 
limits. 

 Establish and manage disaster accounts. 

 Notify insurers and third party administrators as needed. 

 Collect and maintain documentation on all disaster information for reimbursement from 
private insurance carriers, FEMA, SBA, and other agencies. 

 Coordinate all fiscal recovery with disaster assistance agencies. 
 
Public Relations 

 Is responsible for developing the media messages regarding any event. 

 Is responsible for all stakeholder communications including the Board, Foundation 
personnel, donors, grantees suppliers/vendors and the media. 

 Serve as the primary media contact. 

 Update and maintain Web site. 

 Monitor media coverage and provide rumor control. 
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Business Impact Analysis 

Not all business activities can be continued following a disaster.  The Foundation and its business 
groups must determine what is required for survival of the organization.  Disaster Recovery is the 
phased restoration of mission-critical services, products and operations.   

 

A Business Impact Analysis is done to determine which tasks and functions are critical for the 
Foundation to stay in business. This is done by asking a series of questions to determine the 
value of the task or function, for example: 

 

 If not performed at all, how much loss would the Foundation suffer? 

 If not performed in a timely manner, how much financial loss would the Foundation 
suffer? 

 Is the task/function required to meet: 

o Legal and/or contractual obligations? 

o Regulatory compliance obligations? 

 How long can the Foundation go without performing this task/function? 

 Are there single points of failure (one person departments, only one source of 
information, etc.)? 

This recovery is usually associated with specific timeframes and criticalities to the business.   

High Level  Immediate restoration required.  Maximum outage/downtime is between 1 and 5 
days before the Foundation suffers severe legal, reputational or financial impact. 

Medium Level  Function can continue in default mode (e.g. Payroll) or not performed for 2-4 
weeks.  Immediate restoration not required.  Failure to perform these will 
eventually impact performance of high level functions, but will not result in severe 
legal, reputational or financial impact. 

Low Level  Function can continue in default mode (e.g. Payroll) or not performed for 31+ 
days.  Function can be delayed until operating environment has been restored to 
normal. 

In advance of a disaster or emergency the Foundation should list each mission-critical service 
and product it offers as well as its operational functions and assign it as a High, Medium or Low 
Category item based on the above criteria.  The template below should then be used to list each 
of these items, where the functions will be performed and by whom.   

 
For example, a Level High function could be ñGrant Processingò in that such a function is a 
mission critical activity of the Foundation. This caption could include several activities such as 
grant approval, check writing, check delivery.  Each activity would include the location and person 
or area responsible for performing the work.  The location would be contingent on the business 
recovery locations grid on page 18. 
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High Level: Immediate restoration required.  Maximum outage or downtime is 1 to 5 days. 

Department / 
Function 

Activity LLooccaattiioonn PPeerrffoorrmmeedd  bbyy 

    

    

    

    

 
 

Medium Level: Function can be suspended for 2-4 weeks or will operate without 

personnel action or intervention for 2-4 weeks.  4 
Department / 
Function 

Activity LLooccaattiioonn  PPeerrffoorrmmeedd  bbyy  

    

    

    

    

    

 

Low Level: The following activities can be suspended for 31+ days without causing 

immediate or irreparable damage to the Foundation:   
 

Department / 
Function 

Activity Location Performed by 
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Recovery Activity Summary & Needs Assessment  

The following chart identifies the critical operating procedures for each department function.  
Enough information should be included in case the person who normally performs the work is not 
available and someone else has to fill in to perform the tasks.  The checklist in this section is what 
will be used to perform those tasks.  
 
Following is a brief description of each of the data fields included in the worksheet:   

Functions 
These are the functions that are identified in the Business Impact Analysis.  
All critical functions identified in that step should have recovery times 
specified as 24 hrs, 48 hrs, 72 hrs, one week, two weeks or 31+ days. 

People These are the names of the employees who will perform these functions in 
the given time-frame. Note: It is assumed that once a team member 
reports following a business interruption, they continue from that time 
forward with the task ï i.e. only list them once. 

Total # Of 
People 

For each successive time frame, include only people who were added in 
that particular time frame.  Do not include people listed in previous time 
frames, as noted in People explanation above. 

# Of Work 
Spaces 

List the total number of work spaces (desks, chairs, etc.) needed to 
support people added in this time frame.  Assume that the area is the 
equivalent of a 6-foot table per person.   If more than that is needed, it 
must be stated. 

# Of Phones List the total number of phones needed to support the people in this 
timeframe.  List only those that are new.  ñPhoneò means standard 
handset with dial tone and voice mail. List any special needs such as 
conference call, call-forwarding or call-waiting. List any phone numbers 
that must be routed to support the functions as noted in the BIA.  These 
may include 800 numbers, calls routed routinely, calls routed randomly to 
a group of people, modem lines, fax lines, etc.  Include transferring 
information and other critical information on how to manage phones after 
an event.  Examples include main numbers, employee hotline, customer 
hotlines, and 800 #ôs. 

# Of Faxes List the total # of fax machines needed to support the people in this 
timeframe.  List only those that are new.  Also, can the fax be shared 
with another department or not?  In some cases, faxes cannot be shared 
to maintain confidentiality. 

# Of Computers List the total # of computers needed to support the people in this time 
frame.  List only those that are new.   List the type of computer that is 
required and any special requirements. Note if employees will be using 
their portable laptops. 

# Of Printers List the total # of printers needed to support the people in this time frame.  
List only those that are new.   Assume the printers are standard black 
and white printers with no special functions or fonts.  Note any special 
printer needs under the special needs section. Also note if printers can be 
shared with another department. 

Additional 
hardware 

This could include thumb or flash drives, zip drives, scanners, special 
connectors, docking stations, etc. 

Computer 
Applications 

List all applications needed to perform the functions in the given time 
frame aside from MS Office and Email. 

Paper 
documents & 
forms 

List all documents or forms that must be used to perform the functions in 
the given timeframe.  Only list the document/form once. If it is restored in 
the 3-5 day time frame, it does not need to be listed in later time frames. 
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Mail/Shipping 
Needs 

List the needs for mail service to perform the functions in the given 
timeframes.  If any service other than standard US Postal Service is 
required, include it here.  This may include: overnight delivery, 2 or 3-day 
delivery, messenger service, interoffice mail, etc.  Note specific carriers 
such as Fed-Ex or DHL, if required. 

Vital Records List any paper or hardcopy vital records needed to perform these 
functions. See Vital Records on page 14 

Alternate Site Management will determine strategy, with a work-from-home option as first 
choice.  If the department will be working from home, note which days that 
strategy will be in effect and for how long. Also indicate if you need to work 
with other departments and if so where that will happen. 

Staff Special 
Needs 

Do any employees have special needs that will need to be 
accommodated?  For example childcare, elderly parents, pet care, etc. 

Critical 
Operating 
Procedures 
(COPs) 

What tasks must be done in order to complete the tasks noted? Imagine 
that you or other essential staff from your department are not available and 
someone else has to perform your tasks for you.  This is the checklist that 
someone else can use to perform your functions.   

Internal 
Contacts 

These are the departments you work with or are connected to in a ñGive 
and Getò relationship.  (This could be physical proximity or electronic 
linkages.)  What departments should you be close to in order to do your 
work? This information is useful when determining where departments will 
be located and near whom.   Include names and contact information 
including home phone numbers. (See Page 16 for Personnel & Board list.) 

Employee 
Equipment 

Survey employees to determine if they have company issued equipment 
(cell phone, PDA, laptop, etc) and a permanent computer and a high-
speed connection at home. 

 
 



 Page 12 

Recovery Activity Summary and Needs Assessment  

 

Activity 24 hours 72 hours One Week 31+ days 
Department  
Functions 

    

     
Names of People     
     
Total # of People     
     
# of work spaces     
     
# of phones (include special 
phone requests 

    

     
# of faxes (can you share?)     
     
# of computers     
     
# of printers     
     
Additional hardware     
     
Computer applications other 
than Microsoft Office, Email 

    

     
     
Paper documents and forms     
     
Mail/shipping requirements     
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Activity 24 hours 72 hours One Week 31+ days 
Vital records      
     
Alternative locations     
     
Staff special needs     
     
Critical Operating Procedures     

 
 
Internal Contacts (Use Personnel & Board Contact Information on Page 16 and Business Recovery Locations on Page 18 for reference) 
 
Employee Equipment  
 

 

NOTE: Assess impact of disaster on recovery of internal operations, staffing, and services.   

Assess functions likely to be in high demand from communities, other non-profits, and the Public.    

Assess functions likely to be in low demand during disaster recovery. 

Identify community recovery needs and assistance required from Foundation. 
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Vital Records 

As a separate document each Foundation should maintain a document retention policy 
listing all vital business records and documents and a policy for the retention of those 
documents.  Appendix D provides a list of items that should be considered vital records 
for the Foundation. Not all vital records would be needed to recover from an emergency 
or disaster.  Those Vital Records crucial for the start-up and recovery for each 
Department are in the locations listed below. (Sample vital records to be considered are 
listed below) 

 
Vital Record Activity LLooccaattiioonn  
Corporate insurance 
policies 

Process insurance claims   

Current general ledger Process gifts and grants   
Grants database Process grant requests   
Donor database Process gifts/ communicate 

with donors 
  

Donor paper files  Donor services   
    
    
    
    
    
    
 
 
Each of these records should be included in a functional area evacuation checklist in Appendix  
F-2. 
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Disaster Notification/Communications 

The Public Relations and Communications Coordinator will notify Foundation personnel of plan 
activation and event status using the following methods:   

 Employee/board call/e-mail tree 

 Phone forwarding 

 Employee hotline (1-800 or local number) 

 Conference call bridge (determine vendor) 

 Web site as information center (document vendor and instructions/passwords) 

 Media contacts (See Appendix C ï List of Key Service Providers) 

 
See Appendix E for telecommunications information.  <Complete the attached list, keep it 
electronically and assign someone to be responsible for maintaining the list.  If you decide to 
keep a hard copy, consider using a color so it will stand out.>
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Personnel & Board Contact Information   

Ensure that contact information, including after-hours and emergency numbers, are up to date.     

Business Resumption and Emergency Contact List 

Name 
Home Address 

Title 
Work Phone 
Cell/Pager 

E-mail/ 
Alt. E-mail 

Home Phone Emergency Contact 
Emergency 

Phone  

       

       

       

       

       

       

       

       

       

       

       

       

       

       

       

       

       

 



 Page 17 

Building Evacuation 

Any decision to evacuate the building will be made by Foundationôs management or Incident 
Commander. When the order to evacuate is given, follow the steps outlined in the Building 
Emergency Procedures Appendix F-3.   
 
<The evacuation checklist and specific checklists appropriate for your foundation should be 
included in employee handbooks and posted in appropriate staff areas in your offices.> 
 
Appendix F-1, the Pre Evacuation Checklist, includes some guidance if you have notice of 
evacuation such as a hurricane. 
 
EVACUATION CHECKLIST - GENERAL 
 

1. Remain calm.   
2. Immediately proceed to the nearest, safe exit.  Assist visitors and colleagues whenever 

possible without jeopardizing personal safety.   
3. Take personal belongings with you.  Assume you have no more than one minute to safely 

collect your belongings. 
4. If possible, shut down critical equipment/operations quickly and safely before exiting.   
5. Proceed to the Foundationôs designated assembly area: <INSERT> 
6. Once at the assembly area, check in with the Human Resources Coordinator.  (See 

Incident Response Team list, page 5.)   
7. Remain at the designated assembly area until instructions are received. 
8. Donôt interfere with emergency personnel.   

 
Within Foundation space, a backpack(s) will be wall mounted by <INSERT LOCATION>.  
<INSERT employee name> is responsible for keeping this kit current.  The backpack includes the 
following materials: 
 

1. Current Foundation staff and board contact list (See page 16.)  
2. Flashlight and back up batteries 
3. First aid kit 
4. Map of Foundation space <If applicable.  If not, DELETE this item.> 
5. One of the backpacks should include a battery powered radio with backup batteries. 

 
<Insert specific employee names and/or titles here.  Based on the Incident Response Team 
members and their proximity to the backpacks.> will take the backpacks when exiting the building 
for use in the designated assembly area. 

 

Emergency Operations Center 

In the event of a disaster or emergency, the Incident Response Team will convene at a physical 
location known as the Emergency Operations Center (EOC). From this location the IRT will 
manage the recovery process. The primary EOC may be on-site.  The alternate EOC should be 
located off-site.  If neither is available, Incident Response Team members should call in to the 
conference bridge number shown below. 

Primary Location:  <Insert name, physical address, location within the address if applicable and 
phone number if available.>  

Alternate Location:   
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Conference Bridge:   

Business Recovery Locations 

In the event of a disaster, the following business functions may be performed off-site at the 
locations shown below. 

Department / Function Location Performed By 

Ex. Finance/Check Processing  Director of ITôs Home Finance staff 

   

   

   

   

   

   

   
 
 

 



 Page 19 

Information Technology/Operations Preparedness 

 
Preparation before the fact is the first step in successful disaster recovery. Advance planning is 
particularly important in making the IT recovery process easier, smoother, and faster.  
 
Data Backup 
Think through data backup issues and consider each one based on your Foundation's situation. 
For example, backup media can include tapes, external hard drives, etc.  
 

 Perform nightly backups of your data; include: 
o FIMS, Foundation Power, Blackbaud or other primary database 
o Email  
o Network files 
o SharePoint 
o Shared documents 

 Store Foundation files on a server or PC that is backed up nightly. 

 Rotate your backups off site:  Employeeôs home or formal storage facility. 

 Store all backups off site except what you will need for the next backup.  

 If you do incremental or differential backups vs. full backups, make sure you understand 
the difference.  Only let qualified people perform the restore. 

 If you use tapes, how many tapes are in your tape rotation?  If your server was destroyed 
today (weekday, weekend, month end, year end, etc) how much data would you have 
access to on your media? 

 Determine how your recovery process would change if the disaster happened overnight, 
on a weekend, at 9 a.m. or at 4 p.m. 

 Test your restore procedures.  The number one failure during a disaster recovery process 
is the media. 

 Set up a media test interval of no less than 6 months. 

 Perform a recovery, either live or test, every 6 months.  

 Perform a full test restore at least once a year. 

 Make sure you have a drive available as backup that is compatible with your backup 
media.  Finding a compatible drive during a crisis may be difficult for some kinds of media 
or, in some cases, impossible. 

 Investigate web-based backup, which is available for some systems, such as SafetyNet 
for NPO clients. 
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Software 
 
What software is being used by the Foundation?  Do you have the application on CD and, if so, is 
a copy also stored off site?  What software is critical to day-to-day operation of the Foundation? 

 

Inventory 

# of 
Licenses 

Version If 
appropriate 

Product 
Key if 
required  

Location 
of CD Notes 

Microsoft Office      

Microsoft 
Windows  

  
   

Small Business 
Server  

  
   

Adobe Acrobat      

Adobe Creative 
Suite 

  
   

QuickBooks      

Google Earth      

Bank Access 
software 

  
   

FIMS/Blackbaud      

Hard drive clone 
software (Ghost) 

  
   

 
Store installation instructions off site, with written notes so that a non-technical person can install  
if necessary and appropriate.   
 
For software that is not commonly used, include instructions about special settings or replies 
required during the install process.  Even a technical person needs to know proper replies and 
parameters in order to install the software correctly. 
 
Take notes during your recovery testing and keep them with the install instructions. 

 
Hardware 
 
During a disaster, it is critical to have easy access to a complete list of hardware used by the 
Foundation.  If the hardware itself is destroyed, the list will allow you to replace what is needed 
without forgetting key components.  
 
The fields shown below are important in tracking hardware for a disaster as well as day-to-day IT 
work. You will notice fields like date acquired and purchase price. While this information may 
have no value in a disaster, it is essential to the normal hardware inventory process.  Other fields 
are more pertinent to disaster recovery. You should add or delete fields based on your needs.   
 

Asset Class Asset Description Department Location Make Model 

Serial Number DateAcquired Purchase Price Comments Description 

CPU Memory Hard Drive Purchase/Lease Replacement Cost Replacement Cost Date 

Retired Y/N Retired Date 
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Listed below are some of the types of hardware that you will need to track in the spreadsheet or 
database. 
 

 Make an inventory list of the following: 
o Servers 
o Hubs 
o Routers 
o PCs 
o Cables 
o Backup tape drive 
o Modems 
o Fax machines 
o Phone system 
o Copiers 
o Printers 
o Scanners 
o Tools for PC and LAN setup 
o Surge protectors 
o UPS 
o Switches 

 

 Determine the minimum equipment needed to function in a disaster. See suggested list in       
Appendix B -5.2. 

 Make a list of the equipment to take if you needed to leave the building in 15 minutes. 

 Make a list of the equipment to take if you had a day to prepare.  Prioritize the list. 

 Indicate the location of each piece of equipment, so that you know what equipment is in 
each office and what type of hardware you have overall. 

 Make a list of all passwords.  Give a copy to the IT coordinator and at least two other 
Foundation staff members on the IRT team.  Include passwords for special software such 
as accounting, finance, bank applications, Web site access. 

 
Other Issues and Considerations 
 

 Do you scan documents and store them on the LAN?  This could be critical if all hard 
copy documents are lost in a fire. 

 Do you have a reciprocal IT agreement with another foundation?  What does it 
include? 

 Determine IT recovery order.  What will be brought up first ï servers, workstations, 
email, etc ï based on critical business processes identified on page 10? See 
Appendix B -5.3 for suggested order. 

 Identify tasks that can be handled by non-technical people.  This will allow IT staff to 
focus on the tasks that only they can complete.  Assign responsibility for the non-
technical tasks as part of the planning process. 

 Conduct a table-top IT recovery exercise.  Keep it short and focused. Ask participants 
to make notes on other issues that may come up or can be covered in the next 
exercise. See suggestions listed in Appendix B -5.4. 
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Emergency Grant Making Procedures 

 
Ahead of any disaster, the Foundation needs to: 
 
Å Develop criteria to determine which organizations to work with following a disaster. 
 
Å Identify a list of key direct service organizations that could meet the immediate needs of 

vulnerable residents based on populations and regions served.  Examples: Crisis 
centers, food banks, shelter programs, and neighborhood centers.   

 
Å Work with local organizations to gather suggestions and input into this list. 
 
Å Perform due diligence on organizations that are to be included on the list before a 

disaster occurs so that during a time of need grants can be made rapidly and 
responsibly.  

 
Å Share this list with other foundations to assure equitable distribution of resources during a 

time of emergency or disaster.    
 
Å Review this list annually for updates and to familiarize staff with organizations.  

 
Immediately following a major disaster or regional catastrophe, the Foundation will begin 
accepting grant requests from this list of organizations.  
 
During a significant disaster, Foundation priorities will shift to address time-sensitive, disaster-
specific issues, while maintaining normal operations as much as possible.  Emerging issues will 
be evaluated quickly and will be placed ahead of routine operations.  Grant making will focus on 
areas of greatest community need. 
 
As the disaster response continues, the Foundation will accept emergency grant requests from 
other organizations in the community.  It is important to recognize that the long-term recovery 
phase for a major disaster can last for years, so the long-term needs of nonprofits should be 
considered in making grants. 
 
  
Activating Emergency Grant Making Procedures 
Procedures would be invoked during a Level Two or Level Three community disaster at the 
discretion of the CEO or designee, based on the need to respond rapidly and the fact that 
communication and transportation issues may prevent the Board from meeting.    

The CEO or designee will have the ability to approve emergency grants up to $__,____ per grant 
without Board approval. 
 
Emergency Grantmaking Process 

1. Process  

 Immediately following the disaster event: 

a. Program staff should contact appropriate grantees on the emergency 
disaster grant making list.  

b. Foundation signature of appropriate program officer or any management 
team member is required for all emergency grants.  Management team 
members have been included in case no program officers are available.   
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Within first five days: 

a. Grantee must complete a simple emergency grant application for   
emergency grants. 

b. Staff has discretion to waive usual due diligence process and required 
paperwork for those organizations on the approved emergency grant 
making list. 

c.  Grantee signs a simple emergency grant contract titled The Grant 
Agreement for Emergency Grants. 

 
 
2. How will the Foundation reach out into the community to determine need? 

a. Program staff will reach out to their contacts in the community. 

b. Web site will include emergency grant information and application 
procedures. 

c. Collaboration with emergency response and recovery organizations. 

d. Collaboration with other nonprofits and foundations. 
 
3. Emergency check supply 

a. See Appendix F-2 for functional area checklist for blank check stock.   

b. All checks should have the appropriate number of signatures as required 
by the community foundation.  During a time of emergency those able to 
sign a check should be expanded to include at least three additional 
signers. 

  
4. Grant tracking 

a. Emergency Grants will be tracked using a special identifier in the 
community foundationôs grant management system.  If the system is not 
accessible, tracking will be done manually until the system becomes 
available.   

 
 
Board Response 
 
As soon as possible, an emergency Board meeting will be held by conference call or in-person.  
The Board will assess the disaster and its effect on the community, the status of emergency grant 
making, and the need for additional funds and will determine appropriate next steps. 
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APPENDIX A Risk Assessment 

 
Risk mitigation is the planning and allocation of resources to reduce financial, human and 
property loss.  Once risks are identified and assessed, decisions need to be made on which risks 
to mitigate.  The Foundation should keep in mind: 

Likelihood of risk  
Life safety and impact to life 
Convenience (would it be a ñpainò to mitigate) versus Cost (would it be ñtoo expensiveò) 

 
Risks to consider include: 
Natural Hazards & Weather Related Risks 

 Hurricane 

 Tornado 

 Flood 

 Snow/ice storms/winter storms 

 Lightning 

 Mudslides 

 Wind damage 

 Solar Storms 
 
Neighbors within a one-mile radius 

 Rail lines 

 Freeways 

 Airports 

 Manufacturing plants 

 Consulates/embassies/government buildings 

 Controversial Companies 
 
Building Environment 

 Community health:   
o SARS 
o TB 
o Influenza A, pandemic 

 Asbestos 

 Polychlorinated Biphenyls (PCBôs) 

 Indoor Air Quality (IAQ) 
o Toxic mold 
o Sick building syndrome 

 
Unrest 

 Political unrest 

 Social unrest 

 Economic activism 

 Eco-terrorism 

 Terrorist attach 

 Arson, bombing, sabotage 
 
Building Safety Systems 

 Fire sprinklers, panels and alarms 

 Emergency water/cisterns 

 Public address systems 

 Generators/UPS or diesel fuel 



 Page 25 

 Chemicals on-site 

 Seismic bracing 

 Hurricane or tornado roof support 
 
IT and Data 

 Data Center physical security (including transit protection and backup procedures) 

 Information security breach 

 Network security 
o Foundation records and data 
o Personnel data 
o Financial transactions 
o Stolen laptops and flash drives 
o Password protection and change procedure 

 
 




